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information to individuals by tele-
phone or other means, as appropriate. 

(d) Notwithstanding other provisions 
in this section, notifications may be 
delayed upon lawful requests, from 
other Federal agencies, for the delay of 
notifications in order to protect data 
or computer resources from further 
compromise or to prevent interference 
with the conduct of an investigation or 
efforts to recover the data. A lawful re-
quest is one made in writing by the en-
tity or VA component responsible for 
the investigation or data recovery ef-
forts that may be adversely affected by 
providing notification. Any lawful re-
quest for delay in notification must 
state an estimated date after which the 
requesting entity believes that notifi-
cation will not adversely affect the 
conduct of the investigation or efforts 
to recover the data. However, any 
delay should not exacerbate risk or 
harm to any affected individual(s). De-
cisions to delay notification should be 
made by the Secretary. 

(Authority: 38 U.S.C. 501, 5724, 5727) 

§ 75.118 Other credit protection serv-
ices. 

(a) With respect to individuals found 
under this subpart by the Secretary to 
be subject to a reasonable risk for the 
potential misuse of any sensitive per-
sonal information under this subpart, 
the Secretary may offer one or more of 
the following as warranted based on 
considerations specified in paragraph 
(b) of this section: 

(1) One year of credit monitoring 
services consisting of automatic daily 
monitoring of at least 3 relevant credit 
bureau reports; 

(2) Data breach analysis; 
(3) Fraud resolution services, includ-

ing writing dispute letters, initiating 
fraud alerts and credit freezes, to assist 

affected individuals to bring matters to 
resolution; and/or 

(4) One year of identity theft insur-
ance with $20,000.00 coverage at $0 de-
ductible. 

(b) Consistent with the requirements 
of the Fair Credit Reporting Act (15 
U.S.C. 1681 et seq.) as interpreted and 
applied by the Federal Trade Commis-
sion, the notice to the individual offer-
ing other credit protection services 
will explain how the individual may 
obtain the services, including the infor-
mation required to be submitted by the 
individual to obtain the services, and 
the time period within which the indi-
vidual must act to take advantage of 
the credit protection services offered. 

(c) In determining whether any or all 
of the credit protection services speci-
fied in paragraph (a) of this section will 
be offered to individuals subject to a 
data breach, the Secretary will con-
sider the following: 

(1) The data elements involved; 
(2) The number of individuals af-

fected or potentially affected; 
(3) The likelihood the sensitive per-

sonal information will be or has been 
made accessible to and usable by unau-
thorized persons; 

(4) The risk of potential harm to the 
affected individuals; and 

(5) The ability to mitigate the risk of 
harm. 

(c) The Secretary will take action to 
obtain data mining and data breach 
analyses services, as appropriate, to 
obtain information relevant for mak-
ing determinations under this subpart. 

(Authority: 38 U.S.C. 501, 5724, 5727) 

§ 75.119 Finality of Secretary deter-
mination. 

A determination made by the Sec-
retary under this subpart will be a 
final agency decision. 
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